KNBEP
SYAVCYA

KaK 3alUTUTb cebsa
N cBoe LunbpoBOe NPOCTPaHCTBO




PocT kKubepyrpos B Mupe Sy

2,2 MJH 445 mnH

KnbepnpecTynHMKoB KnbepnpecTtynneHmn

$1,6 MnH 3,5 MNH

CTOMMOCTb YCTPaHeHUS yenosek gebuumT \ )
nocneacTBMn NPoOrpamMm- Kagpos B chepe b
BbIMOraTenewu KnbepbesonacHOCTH

2,1 MnH S4,4 MnH

GOULLINHTOBbIX CTOMMOCTb YTEUKM
canToBs OaHHbIX

Mo ,D,E;HHHIM Arkose Labs, Google, Bi.Zone, InfoSecurity Group,
. labopaTopus Kacnepckoro, IBM, Sophos
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Y10 HY)XHO XaKepaM? 4
4
&

KPAKA
FTNHROC /5.
LIEREDN

B 70% <1 MUH.

c/ly4aes flogu camm HeobxogMMo, UToOHI
nepeBOAAT AeHbIr U UK NoNy4YnTb AaHHble nacrnopTa
NPeaoCTaBASAIOT CBOM M NIMYHYIO MOYTY Nno ¢poTo
naaTeXxHble gaHHble nocapo4YyHoro TasoHa




Yrpo3bl B KWObepnpocTpaHCcTBe

B31oM 061auyHbIX
XpaHUnuLy,

Bce Bawm GoTOUKM M3 06MaUHbIX
xpaHunnwy, (iCloud, Google Disk,
Ob6nako Mail.ru v gpyruve) B
PYKax LWaHTaXMCTOB

BpepoHocHoe MO

OT HapoenAMBbIX PEKNAMHBIX
68HHepOB N BbIMOraTenbCTBa 0
nonHoro «cHoca» OC n yganeHums
LaHHbIX XeCTKOro gmcka

CoumnanbHasa NMHXeHepusd

«3ppaBcTBYNTE, A M3 oTAena MBL,
nepeseanTe OEeHbrv Ha
3aliMLLLEHHbIM cUeT»

Mdenkosble
UHBEeCTULUU

«3a4yeM Tebe BKNag nop, 5%
rogoebix? 200% rog npu
MWHUMaNbHOM PUCKE Ha
CynepaoxXogHoOM npoekTe!»

YpaneHHad
paboTa

«30 000 pybnew B geHb! Bece, uTo
Tebe Hy)XHO — Mapa YacoB B AeHb
N HOYTOYK. BceMy 0byumnm cammy»

DOUWKUHr

SnekTpoHHble nnucbma nnn CMC-
coobweHus, nobyxaatowme
nepexoanTb Ha NofaenbHble CanThl
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Kak BbirnaauT BUPYCHas yrposa @

4 I
> OCHOBHbIE UICTOYHUKMN BUPYCHOIO 3apaXXeHus
NMpon3BONbHO 3anyCcKakTCs
NPOrPaMMBIREEEEE OTCH b ¥ Ha Ha MOBUBHBIX
dbannbl 1 Nanku, UCKa)kaeTcs N 0 % KOMMblOTepax yCTpOiicTBax
X cogepXxmmoe p
+ [lepexopn no ccbiikaM U *  CkauymBaHue u

OTKPbITUE BIOYXXEHHbIX YCTaHOBKA MPUIOXEHNN
Bawwu npy3ba nonyyatot ot ¢$alnnoB B NUCbMax oT N3 HEaBTOPU3OBAHHbIX
Bac coobLueHuns, KoTopble HEU3BECTHbIX MCTOYHUKOB
Bbl HE OTNpPaBNAIN, oTnpaBuTenemn
HabnopaloTCa YacTble & ot * [Tlepexop, o ccbinkam us
3aBrcanvs VRGO Gl e o *  CkauumBaHue u cooblLeHnI B coLceTsax,

‘ yCTaHOBKa MecceHayKepax 1 noyrte
f ' N HennueH3snoHHoro MO .
& A « MuU3nMYecknit JOCTyn K
Ha akpaHe nosenstotes ‘ \ « T[loakntoyeHue BalLleMy YCTPOMUCTBY
NOAO3PUTENbHbIE \ HEU3BECTHbIX CbeMHbIX
coobLeHUs, peKaMHble OKHa « HocUTenem
;—:Q\ ~ - J
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Y10 Takoe pUWnHr

HoBas TpaH3akyus: +9234%

O OrgenBuinnat

3ppaBcTByiTE

3adukcupoBaHa HOBas TpaH3aKUuua
+9234$

OcTé MCNWUTb CpeacTBa Ha Baw
CY

e.

Bbi 6yaeTe ysoneHs!

H Hauanbnuk

O

Bug MHTEpHET-MOoLWLeHHNYECTBa C

MNCroJib30BaHMEM PacCCblJZIOK BpPpeagOHOCHbIX

SNTIEKTPOHHDbIX NMMCeM C LUeJIbio NMos1yd4yeHn4
JOCTYyMNa K KOHd)MD,eHLI,Ma}'IbeIM OaHHbIM

nonb3oBaTtesien (nornHam, Nnaponsam, AaHHbIM
GaHKOBCKOM KapThbl U T.A.) U OEHEXKHbIM

cpeancrteaMm

@




Tene¢poHHOE MOLLEHHNYECTBO

«C Balwlero cyera XoTAT
YKpPacTb OeHbrU...»

«MpopnkTyuTe Koa AN OTMEHbI
MOLUEHHUYECKOWN onepauumn...»

«Ha Bac odopmunu Kpegnt
B APYroM ropoge...»

MOLWEHHNKN XOPOLLO MOArOTOB/IEHbI U
oby4yeHbl MCMXONOrUYECKUM TPIOKaM, YTOObI
3anyTaTb NOTEHLMANbHYIO XXEPTBY M 3aCTaBUTb
ee CoBepwmnTb HeobayMaHHbIM MOCTYMNOK
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MOLIEHHUK Y

MaHbAKW

~ Oymaelwsb, yTto Tebs

| 3TO He KacaeTcsi?
8 2 8




MaHunynaTopbl

PacnpocTpaHsaoT peinKoByio
nHdopMaLUIo U HOBOCTU

3oByT Tebs Ha BappuKaabl

3acTaBnfaloT Tebsa genartb
TO, UTO Te6GEe He HY)KHO

IyMman, a cBou 1m
KenaHus Tbl BbiNnonHAeuwb!




XeunTepbl

] B couceTtun cosgaeTtca nogctaBsHom npodunb (Hanpumep,
OEBYLLKM)
[ C aTOro akkayHTa nNuwyTcsa ockopbneHums [/ npoBoKaumm

OPYrmMM nNonb30BaTeENAM

® XepTBbl OyNIMHra HauYNHaOT MHTEPECOBATbLCA TEM, KTO

LNeT UM ragocTu U NepexomaT Ha CTPaHMLY «0buaumLbl»
[ He Hamnpsa HMKakow nonesHom MHGopMaLUmn, KIMKAKOT No / k ) [

€OWNHCTBEHHOM pa3MeLL,eHHOM Ha CTPaHMULE CChifKe, W/

KOoTOpasa BefeT Ha PULLIMHIOBbIN CanT \X ' 4

\ .
"l T

[ DULLMHIOBbLIM CaWT KOMMPYET CTPaHMLy BXOAa Ha ApYryto S j

NONYNAPHYH CoLCEeTb

Ecnv BBegeTe cBOW NOrMH U
naposib, MOWEHHUK MONyUYnT : - - y 2

KOHTPOJ1b Hag BallMM aKKayHTOM ———
¥x§




JTioboe Halle pencTeue B ceTu ocTtaBnsaeT undpoBoun cneq @

PEerncTpauUma Ha camTax dhOTO ¥ BUAEO

NanKM B COLLCETaxX

Lindposom
- nopTper
MOCTbIl 1 PENnOCTbI

KOMMEHTapWM K MoCTaM

KHonku «Ypanntbe» B UHTEPHETE HeT
DY [TonHOM aHOHUMMHOCTU He CylecTByeT
NHdopmauua, nonaswasn B ceTb, OCTAaETCA TaM HaBcerpga




NonutuKa KOHPMAEHUNANbHOCTU

I'Ipm pasMelleHNN OaHHbIX Ha cauTe Tbl CI)aKTMHeCKM Tepdaelwb KOHTPO/J1b
3a UX UCrnoJibsoeaHmneM n pacnpoctpaHeHneM

B nonb3oBaTenbCKmMx corfaleHnsax ecTb NMYHKTbIl, KOTOpPbIE INNMacAaT.

K d

«AomuHucmpayua Catima cyumaem, 4mo «Mbi 0enumMcsa BalumMu OQHHbIMU C HOLUMU
[Monb30Bamenib 0OCO3HAEMmM, YMo UHOOPMALIUS HA CMOPOHHUMU NOCMABLUKAMU YCYr, KOMOPbIX Mbl
Caume, pa3meljaemas Nosib3osamenem o cebe, ucnosb3yemM, 4mobel Npedocmasaams BaM d0Cmyn
MOoXKem cmaHoBuUMbCa docmynHoUl 0718 Opyrux k lMnamgopme. Mbl makxxe npedocmasisem BALLY
[Mons3osamesnet Catma u noss3osamersel UHGOPMaLUK HALUM Oe/108bIM NAPMHEPAM,
VMIHmepHema, moxxem 6bimb CKONUPOBAHA U pekaamMooamensaM, oNepamopaM aHAIUMUYECKUX
paAcNpPOCMPAHEeHa MAKUMU NO/Ib30BAMEIAMU. .. » U NOUCKOBbIX CUCMEM...»
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VPN

Baw peanbHbin IP-appec nogMeHsaeTcsa agpecom VPN-cepsepa —
MeCTOMNOJIOXXEHUE N INYHOCTb 3aMaCKUPOBaHbl, TaK KakK
3anpalwmnBaeMblv CauT BUAUT TONbKO agpec, Kotopbin gan VPN

[na yero ncnonb3syeTtcs Yem onacHbl VPN-cepBuUchl

s wudppoBaHmne TpaduKa 3awmTa * HepobpoCcoBECTHOCTbL CEPBMCOB

€HHbIX JaHHbIX OT Nnepexeara
H A P * cobupatoT MHbopMaLMIo O Bac Ans

* [OOCTYN K canTam n nepenpoaaxm

M HOXKepaMm
ecceHmKepa * MIOXO 3aLMLLAIOT AaHHble

* CMeHa reojiokauunum B Luendax

* YBeMYnBAKOT KOJINYECTBO pPeK/1aMbl,
LWOMUHIra

nogMelLmBas ee B Tpadumk

* AHOHMMHOCTb
* BpPEAOHOCHbIE MPOrpPaMMbl MOTyT

« GesonacHoe coeguHeHne BblaaBaTb cebs 3a VPN-npunoxeHus
Mexnay OMOM 1 opucom
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Kak 3awwmTnTb ceba B KMbepnpocTpaHcTee

BKJ/1I04M rooBy

3almiLam CBom yCTPOUCTBA
cnonb3ym cnoxHble naposnmn
HacTpon 6e3onacHOCTb AaHHbIX
Cobniopgan npaBuna obLLeHUs

Byab ¢rHAHCOBO rpaMoOTHbLIM




3awmi,am CBoOU YCTPOUCTBA U aKKAYHTbl @/

E® CnoxHble naponu

%)'3% IByxdaKTopHas
al

napeHTudmnKauusa

OdurumanbHbin codpT

2

OcTopoXXHO ¢ obnakamu

{@>

PerynsipHbie o6bHoOBNEHNA

7
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Ncnonbaymn cnoXHble naponu

60%

CKO/IbKO BPEMEHU HYXHO,
4YTOObI B3/TOMaTb NApPO/b:

O

OOMNHaKOBbIE TN MOXOXXKMe Maposin s
Ha HECKOJTIbKMX YHYETHbIX 3alfmcax

nonb3oBaTenen MCNonb3yT

Ob6sa3aTenbHO fO/MKEH ObITb
CNOXXHbIW Napob

52

Ha 21EKTPOHHOWM B MHTEepHeT-
noute HaHke

=)

B COLCETAX N
MeCCeHKePaX

Ubsibect Lindpsol

Kon-eo Tonbko CTpouHbie MPOMMCHBIE P MPOMMCHBLIE
MPOMMCHbIE

3HaKOB  umndpbl ByKBbI CTPOYHbIE BYKBbI CTPOUHbIEe ByKBbI
CTPOYHblE BYKBbI

CUMBObI

8 MrHOBEHHO 5 cek. 22 MUWH. Tuyac 8 yacos

9 MFHOBEHHO 2 MUH. 19 u. 3 aHA 3 Hepenun \

10 MrHOBEHHO 58 MuH. 1 Mecsay, 7 mec 5 net

1" 2 cek. 1 neHb 5 net 41rop, 400 net

12 25 cek. 3 Hepgenu 300 net 2 TbIC. NeT 34 TbiC. neT
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Kak pacnosHatb GULWNHI @

1. ObpawanTe BHMMaHME Ha OMeH. MOLWEHHUKN 0ObIYHO UCMOMb3YOT 0OLWEenoCTYMHbIE MOYTOBbIE AOMEHDI
gmail.com, mail.ru u T.n., UM NOKynNatoT AOMEHbI, MOXOXWEe Ha obuLManbHbIe UMEHa KOMMaHUM, YTobbI
BBECTW nosiydaTtens B 3abnyxgeHue

2. Bac ponmkHo HaCTOPOXWUTb, eCliln TeéMa, KOHTEHT NMCbMa U Ha3BaHUe cbaﬁnos r|o6y>+<,u,a+0T BaC K
HeMeaneHHoOMY OEeNCTBUIO

3. O6paLu,a171Te BHUMaHWE Ha o6pau.|.eHv1e n nognucb. Ecnm oHn asnatoTca 66311M‘-IHbIMM, nnn eCtb NpmM3HakK
aBTonoaACTaHOBKU B o6anJ,eva|, TO BbICOKa BEPOATHOCTb CbVILLIVIHI'a. KoHTaKThI MOryT ObITb HegoCToBEpPHbIE,
npoBepbTE UX Ha Od)I/ILl,I/Ia}'IbHOM camTe KOMMaHuu.

4. He nepexoguTe Mo ccbiikaM, He KMKanTe Ha Nofo3puTeNbHble 00beKTbl. HaBeauTe Kypcop MbllM Ha
NoA03PUTENbHYIO CChITIKY/OOBEKT U Bbl YBMOUTE, KyOa OHa BeoET Ha caMoM aene. CpaBHUTE eé C
opuLUManbHbIM CaUTOM KOMMNaHUMU.

5. DByAabTe OCTOPOXKHbI C BIOXXEHUSIMU, OTKPbIBaUTE TOMbKO Te, KOTOPbIE Xaanum

6. He BBOOMTE CBOM faHHble, TOMMH U NapOo/b Ha NMOAO3PUTENbHbIX CaliTax UMK B Kakue-Nnmbo aHKeTHble GopMbl

7. <H/€ oTBeyanTe Ha noao3puTesibHble NMMcbMa
17



Hawwu cepBucbl noMoryT cebs 3awmtnTb @

Kunbpapun

Bubnuorteka 3HaHUM No
KnbepbeszonacHocTn

«He panTe ce6a obMaHyTb»
Obyuatowmm pasgen
B CbepbaHk OHNnanH

Hwuyero nnyHoro

KaHan B CbepbaHk OHNamH o
3allMUTE NepCcoHanbHbIX AaHHbIX

OCTOpPOXKHO, MOLIEHHUKM!

KaHan B CbepbaHk OHnamH ob
aKTyaslbHbIX CXeMax MOLIEHHWYEeCcTBa
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BynobTte 6guTenbHbi!

19



